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The Core
The first part of the Framework, the Core, 
is a set of activities specific to the business 
or organization that provides detailed guid-
ance for developing organizational profiles. 
This is where businesses and organizations 
come to look for industry standards and 
best practices in setting cybersecurity agen-
das. The Core also contains various cita-
tions to other cybersecurity frameworks, 
such as the ISACA Cobit 5 and the Council 
on Cybersecurity’s Critical Security 
Controls.

The Core has five functions, which the 
Framework describes as follows in  
Section 2.1: 

1. Identify: Develop the organizational 
understanding to manage cybersecurity 
risk to systems, assets, data, and 
capabilities.

2. Protect: Develop and implement the 
appropriate safeguards to ensure deliv-
ery of critical infrastructure services.

3. Detect: Develop and implement the 
appropriate activities to identify the 
occurrence of a cybersecurity event.

4. Respond: Develop and implement the 
appropriate activities to take action 
regarding a detected cybersecurity event.

5. Recover: Develop and implement the 
appropriate activities to maintain plans 

In response, NIST has released “Framework 
for Improving Critical Infrastructure 
Cybersecurity Version 1.0” (the Framework).2 
NIST has specifically acknowledged that the 
Framework is not a one-size-fits-all approach 
to managing cybersecurity risk for busi-
nesses and critical infrastructure. Import-
antly, NIST has recognized that business 
interests and the government will continue 
to face unique risks based on sector or mar-
ket and therefore will be subject to different 
threats and vulnerabilities. NIST further 
acknowledged that participants will be able 
to implement policies under the Framework 
in different ways. The Framework allows 
organizations to determine activities that are 
important to critical service delivery for 
their specific industries or businesses and 
allows them to prioritize investments in 
cybersecurity defense to maximize the 
impact of each dollar spent. 

The Framework is aimed at reducing and 
better-managing cybersecurity risks by 
identifying risks of the participant and the 
participant’s industry, allocating resources 
to detect and prevent those risks, and then 
taking measures to regularly test and pre-
vent those risks from occurring. 

The Framework consists of three distinct 
sections: the Core; Implementation Tiers 
(the Tiers); and the Profile.

In early 2013, a number of large U.S. 
banking websites were disabled by 
hackers over and over and over again. 

The hacks, known as Operation Ababil, 
were perpetrated by the Qassam Cyber 
Fighters. Countless other hacking events, 
data breaches, and cybersecurity threats 
also took place in the late parts of 2012 and 
early part of 2013.

Though these hacks targeted the banking 
industry, they have generated vigilance 
among regulators with regard to the entire 
financial services sector, investment advi-
sors included. Specifically, recent actions by 
the Securities and Exchange Commission 
(SEC) have made it abundantly clear that 
investment advisors need to take explicit 
steps to comply with the commission’s 
heightened expectations regarding 
cybersecurity.

Background—The Framework
The events of 2012 and 2013 apparently led 
President Barack Obama to take executive 
action to deter hackers and prevent cyber 
threats to the nation and its critical infra-
structure. On February 12, 2013, Obama 
signed Executive Order 13636, “Improving 
Critical Infrastructure Cybersecurity.”1 It 
was an attempt to improve the nation’s 
infrastructure to prevent and detect cyber 
risk by keying in on critical participants in 
the U.S. economy and requesting that they 
adopt comprehensive cybersecurity prac-
tices. Critically, it appointed the National 
Institute for Standards and Technology 
(NIST) to work with the public and private 
sector to develop standards and practices 
and a voluntary cybersecurity framework. 
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Denial of Service (DDoS) attacks for critical 
Internet-facing IP addresses; whether the 
investment advisor maintains baseline infor-
mation about expected events on its net-
work; and whether the investment advisor 
aggregates and correlates event data from 
multiple sources to assist in detecting unau-
thorized activity on its networks or devices. 

Other questions address whether the 
investment advisor allocates liability for 
cybersecurity breaches that adversely affect 
clients. In particular, one of the questions 
asked whether the investment advisor 
maintains insurance specifically covering 
losses and expenses attributable to cyberse-
curity incidents. In addition, another asked 
investment advisors to provide sample cop-
ies of any vendor agreements that incorpo-
rate requirements relating to cybersecurity 
risk. These questions provide incentives for 
investment advisors to develop policies and 
procedures, obtain cybersecurity insurance 
policies, and update third-party vendor/
confidentiality agreements to specifically 
address liability for cybersecurity breaches.

Despite the absence of more formal regula-
tion on this matter, it is clear that invest-
ment advisors should develop policies and 
procedures to reduce the risk of cybersecu-
rity breaches. The policies and procedures 
that investment advisors develop in this 
respect should be tailored to the Sample 
List of Questions. They also should be 
resource-driven, meaning that the invest-
ment advisor should only adopt policies 
and procedures to the extent that they are 
necessary to protect clients and are tailored 
to actual business practices. Given the com-
plexity of the Sample List of Questions, it 
would be reasonable for investment advi-
sors to consult with information technol-
ogy staff or third-party vendors before 
drafting these policies and procedures. 

Conclusion
If OCIE’s 2014 Risk Alert did not convince 
advisors to take cybersecurity seriously and 
begin focusing on these issues, OCIE 
released its Examination Priorities for 2015 
in January 2015.4 In that release, OCIE 

March 26, 2014, Cybersecurity Roundtable, 
which emphasized the need for stronger 
partnerships between the SEC and the pri-
vate sector to address cybersecurity threats. 
These recent actions unmistakably signal 
that the SEC is focused upon cybersecurity 
as a critical public threat. 

As SEC Chair Mary Jo White remarked 
during the March 26, 2014, Cybersecurity 
Roundtable: 

Cybersecurity threats come from many 
sources: criminal and hired hackers, ter-
rorists, state-sponsored intruders, and 
even misguided computer experts to see 
what they are able to penetrate. Cyber 
threats also pose non-discriminating risks 
across our economy to all of our critical 
infrastructures, our financial markets, 
banks, intellectual property, and, as 
recent events have emphasized, the pri-
vate data of the American consumer. This 
is a global threat. Cyber threats are of 
extraordinary and long-term seriousness.

Shortly after releasing the 2014 Risk Alert, 
the SEC began conducting examinations of 
financial institutions including investment 
advisors to gauge “cybersecurity prepared-
ness.” These examinations ostensibly were 
designed to help the SEC identify the areas 
in which SEC-registered entities are 
addressing cybersecurity threats, and of 
course, those areas where cybersecurity 
measures could be improved. 

For these examinations, the SEC provided 
and requested responses to the Sample List 
of Questions, which was attached to the 
Risk Alert. The Sample List of Questions 
addressed a broad range of issues and tech-
nical complexity. For example, one of the 
simpler questions was whether the invest-
ment advisor maintains an inventory of  
the physical devices and systems it uses. 
Notably, this question is reflected in the 
Framework Core under the Identify section: 
“ID.AM-1: Physical devices and systems 
within the organization are inventoried.” 

Some more complex and technical questions 
include: whether the investment advisor 
maintains protection against Distributed 

for resilience and to restore any capa-
bilities or services that were impaired 
due to a cybersecurity event.

The Tiers
The Tiers are most easily understood as a 
resource allocation stage of the Framework. 
The Tiers describe the degree to which the 
organization’s cybersecurity risk-manage-
ment practices reflect the characteristics 
described in the Framework. Specifically, 
the Tiers characterize an organization’s 
practices over a range, from partial (Tier 1), 
to risk-informed (Tier 2), to repeatable 
(Tier 3), and finally, adaptive (Tier 4). 

By reference to the Tiers, the business or 
organization may determine whether it will 
take a reactionary approach to a cyber threat 
or will implement more robust and ongoing 
practices to prevent certain cyber threats. 
NIST recommends, and best practices dic-
tate, considering the organization’s current 
risk management practices, threat environ-
ment, legal and regulatory requirements, 
and the business’s objectives and constraints 
during this stage of the Framework. 

The Profile
The final piece of the Framework is the 
Profile. The Profile is best understood as an 
ongoing grading system where the organi-
zation compares its current practices with 
its target practices. At this stage of the 
Framework, the organization can consider 
re-allocating resources and reprioritizing 
its Tiers. 

Why Is This Important to Investment 
Professionals? 
On April 15, 2014, the SEC’s Office of 
Compliance Inspections and Examinations 
(OCIE) released a Risk Alert, which noti-
fied investment advisors that its examina-
tions in 2014 would focus on cybersecurity 
as an area of importance.3 The Risk Alert 
favorably referenced the NIST Framework 
and relies heavily upon the Framework in 
the Sample List of Questions attached to 
the Risk Alert (discussed below). 

The Risk Alert followed OCIE’s 2014 
Examination Priorities identifying technol-
ogy as a significant initiative and the SEC’s Continued on page 51 ➧
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Endnotes
1.  As of March 31, 2015.
2.  Marine Corps Reference Publication 6-11B, Marine 

Corps Values: Appendix A, B.
3.  Whitney Tilson, 2005 Berkshire Hathaway Annual 

Meeting Notes, http://www.tilsonfunds.com/brkmt-
g05notes.pdf.
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with the highest standards and the purest 
of intentions day in and day out. Despite all 
the new technology, tactics, and cutting- 
edge gear, survival remains a struggle of the 
will—destroying the enemy’s while con-
trolling and channeling our own.

Most shortcuts in finance are ill-conceived 
at best and outright illegal at worst. History 
is replete with examples of those who  
pursued shortcuts versus those who stay 
disciplined and keep it simple, follow their 
models, and stick to the plan (Warren 
Buffett and John Bogle are personal favor-
ites). Like most things in life, things worth 
doing take hard work, persistence, and 
planning. 

We hope that our look back on the lessons 
learned in the Marine Corps informs  
how we carry ourselves and our business. 
We are thankful to have served with such  
courageous men and women who tried to 
make a small corner of the world a better 
place. The world is always changing, but the 
lessons learned in the military will serve us 
for years to come. Semper Fidelis!

Wesley R. Gray, PhD, is executive manag-
ing member of Alpha Architect and former 

portfolio of passive ETFs that never 
changes? Do we, as fiduciaries, honestly 
think soft-dollar arrangements or 12b-1 
fees are ethical? And even if you do believe 
in the value of these services, are the 
expenses to the client worth it? Would you 
tolerate these fees and practices for your 
own nest egg?

These are tough but necessary questions.  
A true fiduciary must dive headfirst into an 
industry that is plagued by the disconnect 
between fee generation and value-add  
services. Just because a practice is common 
and/or legal doesn’t mean it is the right 
thing to do. Again, integrity is about doing 
the right thing, not about doing what 
everyone else is doing.

Conclusion
Successful counterinsurgency campaigns 
are measured in decades. The foundation 
for a lasting peace requires years of listen-
ing, respecting, building, and empowering 
a local population to achieve its vision of a 
society. There are no shortcuts or easy 
answers. For Iraq, the mantra of the Marine 
Corps was clear: “No better friend, no 
worse enemy.” From general to private, 
Marines are expected to govern themselves 

specifically stated: “Last year, we launched an initiative to examine 
broker–dealers’ and investment advisers’ cybersecurity compliance 
and controls. In 2015, we will continue these efforts and will 
expand them …” 

For those advisors who have not yet taken the SEC’s warnings  
seriously, we strongly recommend beginning a review of current 
cybersecurity policies and procedures and bolstering them. At a 
minimum, we recommend that investment advisors implement 
cybersecurity policies and procedures that: (1) identify the cyber-
security risks to the advisor’s systems, assets, data, and capabilities; 
(2) limit or contain the impacts of potential cybersecurity events; 
(3) identify the occurrence of cybersecurity events; (4) identify 
appropriate activities to combat detected cybersecurity breaches; 
and (5) restore any capabilities or services impaired as a result of a 
cybersecurity event.
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Endnotes
1.  See http://www.gpo.gov/fdsys/pkg/FR-2013-02-19/pdf/2013-03915.pdf.
2.  See http://www.nist.gov/cyberframework/. 
3. See http://www.sec.gov/ocie/announcement/Cybersecurity-Risk-Alert--Appendix--- 

4.15.14.pdf.
4.  See http://www.sec.gov/about/offices/ocie/national-examination-program-priorities- 

2015.pdf. 

WHY CYBERSECURITY MATTERS FOR INVESTMENT ADVISORS
Continued from page 46

IWM JulAug15 Composite.indd   51 7/17/15   11:38 AM

© 2015 Investment Management Consultants Association Inc. Reprinted with permission. All rights reserved.

dnochlin
Rectangle




